PRIVACY POLICY
1. INTRODUCTION

1.1 All Data will be collected, processed and protected in accordance with the Acting Law of the
AIFC, including AIFC Data Protection Regulations No.10 of 2017 dated 20 December 2017 and
AIFC Data Protection Rules No.1 of 2018 dated 22 January 2018.

1.2 ICBRICS+ (“we”, “us”, “our”) operates website https://brics-invest.club (the “Site”). This
Privacy Policy informs users of the Site (“you”, “your”, the “User”) of our policies regarding the
collection, use, and disclosure of Personal Data when you use our Site and the choices you have
associated with that data.

1.3 We reserve the right to make changes to this Privacy Policy at any time and for any reason.
Any changes or modifications will be effective immediately upon posting the updated Privacy
Policy on the Site, and you waive the right to receive specific notice of each such change or
modification.

1.4 You are encouraged to periodically review this Privacy Policy to stay informed of updates.
You will be deemed to have been made aware of, will be subject to, and will be deemed to have
accepted the changes in any revised Privacy Policy by your continued use of the Site after the date
such revised Privacy Policy is posted.

1.5 By “Personal Data”, we mean any data referring to an Identifiable Natural Person. Personal
data may include, but is not limited to information which, either alone or in combination with other
data, enables you to be directly or indirectly identified, for example your name, email address,
username, contact details or any unique identifier such as an IP address, device ID or other online
identifier, racial or ethnic origin, communal origin, criminal record, health.

1.6 If you do not wish for your Personal Data to be used in the ways described within this Privacy
Policy then you should not access or use the Site or use the services, functions, or features offered
from time to time on the Site (“Service”).

2. INTERPRETATION

2.1.The following definitions and rules of interpretation apply in this Policy.

Acting Law of the AIFC: has the meaning given by article 4 of the Constitutional Statute.
AFSA means the Astana Financial Services Authority.

AIFC means the Astana International Financial Centre.

AIFC Regulations means regulations adopted by the Management Council or the Governor, and
includes, for example, these Regulations.

AIFC Rules means rules adopted by the Board of Directors of the AFSA, the Board of Directors
of the AIFCA or the Governor.

Constitutional Statute means the Constitutional Statute of the Republic of Kazakhstan dated 7
December 2015 entitled On Astana International Financial Centre.

Commissioner of Data Protection means the individual who is appointed as Commissioner of
Data Protection under section 22 (Appointment of Commissioner etc.) AIFC Data Protection
Regulations No.10 of 2017 dated 20 December 2017.
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Data means any information:

(@) that is being Processed by means of equipment operating automatically in response to
instructions given for the purpose; or

(b) that is recorded with intention that it should be Processed by means of equipment mentioned
in paragraph (a).

Data Subject, in relation to Personal Data, means the individual to whom the Personal Data
relates.

Identifiable Natural Person means a living natural person who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or more factors specific
to the person’s biological, physical, biometric, physiological, mental, economic, cultural or social
identity.

Person includes any natural person or incorporated or unincorporated body, including a
company, partnership, unincorporated association, government or state.

Personal Data means any Data referring to an Identifiable Natural Person.

Process, in relation to Personal Data, means perform any operation or set of operations on the
Personal Data, whether or not by automatic means, and includes, for example, the collection,
recording, organization, storage, adaptation or alteration, retrieval, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, blocking, erasure or
destruction of the Personal Data.

Recipient, in relation to Personal Data, means any Person to whom the Personal Data is
disclosed (whether or not a Third Party), but does not include a regulator, the police or another
government agency of any jurisdiction if the agency receives the Personal Data in the framework
of a particular inquiry.

Sensitive Personal Data means Personal Data revealing or concerning (directly or indirectly)
racial or ethnic origin, communal origin, political affiliations or opinions, religious or
philosophical beliefs, criminal record, trade union membership, and health or sex life.

Writing includes:

(@) in relation to a certificate, instrument, notice or other thing—the thing in any form that
preserves a record of the information contained in it and is capable of being reproduced in tangible
form, including by electronic means; and

(b) in relation to a communication—any method of communication that preserves a record of the
information contained in it and is capable of being reproduced in tangible form, including by
electronic means.

Year means a calendar year according to the Gregorian calendar.

1. Clause, Schedule and paragraph headings shall not affect the interpretation of this Privacy
Policy.

2. Capitalized terms, not otherwise defined herein shall have the meaning assigned to them in
accordance with the Acting Law of the AIFC, including the AIFC Regulations and AIFC Rules.

3. Unless the context otherwise requires, words in the singular shall include the plural and in the
plural shall include the singular.



3. LEGAL GROUND FOR USING YOUR PERSONAL DATA

3.1. Under Acting Law of the AIFC that is designed to protect your Personal Data, we need to
have a lawful basis or ground each time we use, share or otherwise Process your Personal Data.

3.2. By reading and agreeing to this Privacy Policy, you are as Data Subject consenting to us to
Process, collect and transfer your Personal Data as detailed within this Privacy Policy.

3.3. We may also need to Process your Personal Data to comply with any legal obligations which
may be applicable. Likewise, we may Process your Personal Data where this is in the public
interest or it is to protect your vital interests in accordance with applicable law.

3.4. In most cases, our Processing of your Personal Data is necessary for the performance of our
Service to you.

3.5. Certain uses of your Personal Data, or other Processing activities, may not be strictly necessary
to perform our services to you, however, they may be necessary for the purposes of our legitimate
interests or the legitimate interests of a third party. They may also be in your interests.

When we say “legitimate interests”, we mean our (or a third party’s) interests in enabling us to
provide our services to you as efficiently and securely as possible. For example, we may choose
to use a third party to store your Personal Data; we may do this in part because our use of that
service means that your Personal Data is more secure.

4. PROCESSING YOUR PERSONAL DATA

4.1. We Process your Data according to the rules set forth below. By using the Site, you agree to
the collection and use of information in accordance with this Privacy Policy.

5. DATA COLLECTION

5.1.You directly provide us with most of the Data we collect. We collect your Personal Data
including Sensitive data.

5.2 We collect Data and Process Data when you:

e register online on the Site;

e enter into legal relationship with us for any of our products or services;

e correspond with us by e-mail, other electronic mean of communications or otherwise;
e use the Site.

6. WHAT TYPES OF DATA WE COLLECT

6.1. The Personal Data most often collected and maintained in a customer file includes customer
identification, transaction history, records of payments.

Each time you use the Site, we may automatically collect the following information, which may
be considered to be Personal Data when combined with other information about you.

We may ask you to provide us with certain personally identifiable information that can be used
to contact or identify you. Personally identifiable information may include, but is not limited to:

Email address;

Full name (first name, middle name and last name);
ID, passport or other identification document details;
Phone;



e Full address;

¢ Information on employment (company, position, industry);

e Username;

e Usage Data (usage-related information from the use of the Site, i.a. information such as the
pages of our Site that you visit, the time and date of your visit, the time spent on those
pages, page interaction information (such as scrolling, clicks, and mouse-overs), methods
used to browse away from the page, unique device identifiers and other diagnostic Data.
When you access the Site by or through a mobile device, Usage Data may include
information such as the type of mobile device you use, your mobile device unique 1D, the
IP address of your mobile device, your mobile operating system, unique device identifiers
and other diagnostic Data);

e Technical Information, including the Internet protocol (IP) address used to connect your
computer or other device to the Internet, browser type and version, time zone setting,
browser plug-in types and versions, operating system and platform;

e Browser cookies (small text files stored on a user’s web browser when you visit a website),
web beacons and similar tracking technologies (collectively, “Cookies™) to collect and
store certain information when you use, access, or interact with our services.

We may receive information about you from other sources, including third parties that help us
update, expand, and analyze our records; prevent or detect fraud; process payments; or analyze
your use of our Services.

7. WHY WE NEED DATA

7.1. If you wish to transact on and use the Site or use our services and enter into legal relationship
with us, we will collect information about you for the purpose set out below. We may use the
collected Data for various purposes:

e for making the Site available;

e to allow you to use the services offered by the Site when you choose to do so;

e to provide customer care and support;

e to provide analysis or valuable information so that we can improve the Site;

e to monitor the usage of the Site;

e to detect, prevent and address technical issues;

e to establish and maintain a legal relationship with you;

e o manage your account;

¢ to understand your needs and your eligibility for products and services;

e to provide information to you about developments and new products, including changes
and enhancements to the Site;

¢ to develop, enhance, and market products and services, and provide products and services
to you;

e to provide you with news and other matters of general interest to you as our customer;

e as we believe reasonably necessary, advisable or appropriate to comply with our legal or
regulatory obligations and to respond to legal, regulatory, arbitration or government
process or requests for information issued by government authorities or other third parties
or to protect your, our, or others’ rights;

o to fulfill the requirements stipulated under the Anti-money laundering and counter-terrorist
financing legislation.



8. HOW WE SHARE INFORMATION ABOUT YOU

8.1. Your information, including Personal Data, may be transferred to and maintained on
computers located outside of your state, province, country or other governmental jurisdiction
where the data protection laws may differ than those from your jurisdiction.

Your consent to this Privacy Policy represents your agreement to this transfer.

We will take all steps reasonably necessary to ensure that your Data is treated securely and in
accordance with this Privacy Policy and no transfer of your Personal Data will take place to an
organization or a country unless there are adequate levels of protection including the security of
your Data and other personal information (according to the Schedule 2 of AIFC Data Protection
Rules No.1 dated 22 January 2018).

9. DISCLOSURE OF DATA
9.1. We may disclose your Personal Data when necessary:

e to comply with the Acting Law of the AIFC;

e to protect and defend our rights or our property;

e to prevent or investigate possible wrongdoing in connection with the Site;
e to protect the personal safety of users of the Site or the public;

e to protect against legal liability.

You agree that we have the right to share your Personal Data with:

e Any member of our group, which means our subsidiaries, our ultimate holding company
and its subsidiaries including their respective contractors, affiliates, employees or
representatives.

e Our service providers, to the extent necessary to supply the Services to you.

e Some third parties, including analytics and search engine providers that assist us in the
improvement and optimization of the Services.

e Authorities and law enforcement agencies worldwide either when ordered to do so.

e If we are under a duty to disclose or share your Personal Data in order to comply with any
legal obligation, or in order to enforce agreements; or to protect the rights, property, or
safety of us, our clients, or others.

10. HOW WE SECURE YOUR DATA

10.1. We are committed to protecting your privacy. Our employees, contractors or other parties
are granted access to customers’ Personal Data on a need-to-know basis. Such individuals will
only Process your Personal Data on our instructions and are subject to a duty of confidentiality.

We have put in place procedures to deal with any actual or suspected data breach and will notify
you and any applicable regulator of a breach where we are legally required to do so.

11. HOW LONG WE STORE YOUR DATA

We will keep your Data for 6 (six) years after the termination of legal relationships with us as
this data is archived for evidentiary purposes, in accordance with the Acting Law of the AIFC.
Once this time period has expired, we will delete your Data through our internal IT system.



12. HOW YOU CAN CHANGE YOUR DATA

12.1. You can contact us at any time with a request regarding the rectification, erasure, or blocking
of Personal Data.

13. YOUR RIGHTS CONCERNING PERSONAL DATA

13.1. You have the right to obtain from us on request, at reasonable intervals and without excessive
delay or expense:

(@) Written confirmation about whether or not Personal Data relating to you is being Processed
and Written information at least about the purposes of any Processing, the categories of any
Personal Data being  Processed, and the Recipients or categories  of
Recipients to whom any Personal Data is disclosed; and
(b) the rectification, erasure or blocking of Personal Data if the Processing of the Personal Data
Contravenes these Regulations.

13.2 You have the right:

(a) to object at any time, on reasonable grounds relating to yours particular situation, to the
Processing of Personal Data relating to you; and

(b) to be informed before the Personal Data is disclosed for the first time to a Third Party or used
on a Third Party’s behalf for the purposes of direct marketing, and to be expressly offered the
right to object to such a disclosure or use.

13.3 If there is a justified objection by you in relation to Personal Data,we must no longer Process
that Personal Data.

14. SERVICE PROVIDERS

14.1. We may employ or engage Third party companies and individuals to facilitate our Site
(“Service Providers”), to provide the Site on our behalf, to perform Site-related services or to assist
us in analyzing how our Site is used. These Third parties have access to your Personal Data only
to perform these tasks on our behalf and are obligated not to disclose or use it for any other purpose.

17. HOW CAN YOU LODGE A COMPLAINT

17.1. You have the right to file a complaint if you have any claims relating to the Processing of
Data and/or have not received information about the rectification, erasure, or blocking of Personal
Data or/and object to the Processing of your Data.

18. CONTACT US
If you have any questions about this Privacy Policy, please contact us by email:
compliance@brics-invest.club

19. HOW TO CONTACT THE APPROPRIATE AUTHORITY

19.1. If you are dissatisfied with our response you may refer the matter to the AFSA. For more
details, visit the AFSA website at https://afsa.aifc.kz/. The AFSA will only consider complaints
submitted in Writing. To submit a complaint you can complete AFSA’s online Complaints Form
or alternatively by post to the following address: Astana Financial Services Authority (AFSA),
Nur-Sultan, 55/17 Mangilik El Avenue, Pavilion C-3.2. You may lodge a complaint with the AIFC
Commissioner of Data Protection.
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